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According to a report from Memoori, the 

total market for big data in smart 

commercial real estate is expected to grow 

to $35.8 billion by 2023, an increase of 

about 20 percent over 2018. 

As more internet-connected devices are 

being incorporated into facility operations, 

facility managers and IT professionals must 

be prepared to work closely together on 

creating and managing effective 

cybersecurity policies and procedures for 

facilities.

A wide-ranging and proactive approach 

should be taken to ensure that the facilities 

manager can reap the undoubted benefits 

of workplace digitization, while ensuring 

that facilities are not open to undue risks. 

Facilities management and IT must always 

remain alert to the latest cyber threats and 

must work together with their software 

supply chain to help reduce the likelihood of 

data breaches.
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Use Cases - Security & Access Control Challenge



Traditionally, access control has been 

understood as purely how people enter 

and leave the building. 

In a digital world, Security & Access 

control is a holistic challenge that 

includes recruitment, screening and 

onboarding of people, as well as their 

permissions to access the physical 

building and digital assets.

The right identity management and 

technology gelling together seamlessly, 

allows an authorized person to walk into 

a building without their journey being 

interrupted. 

While the digital transformation of built 

assets provides undeniable benefits, it 

also creates potential vulnerabilities. 

These digital security systems, and the 

buildings and information systems they 

protect, are themselves susceptible to 

new threats, and these digital and cyber 

events can have a far-reaching impact.

Today’s smart buildings are equipped 

with a range of IoT devices which 

automate much of the facility 

management processes, including 

lighting, heating, ventilation and air 

conditioning (HVAC), as well as lifts, 

escalators and security. As building 

management systems evolve into 

Internet-enabled building automation 

systems, they are much more susceptible 

to possible cyberthreats.

Potential use cases

Security & Access Control Cyber vulnerabilities
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Source: Digital Transformation. Is Facilities Management ready?


